TOP 3 THINGS TO KNOW FOR CYBERSECURITY
As a follow-up to our cyber breach presentation to HCMA members on June 4th, each of the professionals on our cyber defense team wanted to share their “Top 3 Things to Know” in planning for resilience after the inevitable hack.

From your healthcare attorney, A.S. (Gus) Weekley, Jr., M.D., J.D.:

1.  In the long run, it will be less expensive and more productive to let the experts handle an information security problem.  With very rare exceptions, this will prove beyond the expertise of the physician.

2. Consider all options.

3. Do it now.

From your data privacy and cybersecurity attorney, M. Lisa Shasteen, Esq.:

1. Take a reasonable approach.  That means having a written information security plan which includes regular training and a breach response component with identified team members – then review, practice, and revise it regularly.

2. Cyber security is not just an IT issue anymore.

3. If you are breached, call your data attorney first and retain other professionals through your attorney to preserve available attorney-client and work product privileges.
From your information technology expert, Josh Candamo, Ph.D.:

1. A reasonable effective defense is not about big bucks.  It’s about big planning.

2. A multi-layered defense is better than one single obstacle or layer or obstacles.

3. Nobody is 100% protected.  If you don’t believe me, ask Sony.

From your financial professional, Keith Blackman, C.P.A.:

1. All risks are measurable.

2. Risk assessment analysis contains a financial aspect that a good CFO can help with in working with other professional team members, executive management, and business owners.

3. Understanding the all-consuming potential costs of a breach and the consequent loss in value of the business can put things into perspective when deciding which mitigating factors to put into place.

From your cyber insurance professional, Christopher Walsh:

1. If a doctor’s office or healthcare facility loses or mishandles private information it can incur significant financial expense. Possible expenses include: patient notification, credit monitoring, legal fees, third-party financial loss, credit card reissuing fees, IT forensics, regulatory fines/penalties and more.

2. Many states have recently passed laws requiring patient notification if data has been compromised — even if no known confidentiality breach has occurred.

3. Cost of coverage is very affordable, at least for now.

The bottom line Is, be prepared.  Perfection is not the standard, but taking reasonable steps in light of known threats is now expected by patients and regulators alike.  Let us know if we can help!
